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O MPO®UJIAKTUKE NPECTYILJIEHUMN,
CBA3AHHBIX C UCITOJIB3OBAHUEM
NH®OPMAIIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOT U,
B TOM YUCJIE BBIMOT'ATEJIBCTB U MOIIEHHUYECTB

Mamepuan noocomoanen
Vnpaenenuem Creocmeennozo komumema Pecnyonuku benapyco
no I poouenckot obnacmu

Cocrosinue NPeCTYNMHOCTH B cepe NPOTUBOAEHCTBUA
KHOepnpecTyIMHOCTH.

Cornacno cratuctuke 3a 2024 ron Ha Tepputopuu ['poaHeHCKON obmacTu
0 JIMHUU TNPOTUBOJACHCTBHUS  KHOEPNPECTYNMHOCTH  3apETUCTPUPOBAHO
1848 npecrymienuii (mpotus 1529 B 2023 roay), u3z kotopsix 1715 (92,8%) —
XUIIEHUA JeHeKHbIX cpeAcTB: 1056 (3a 2023 rox — 301) — coBepIIIEHHBIX MyTEM
MomeHHu4ecTBa, 593 (1096) — nyrem MoauduKanuu KOMIbIOTEPHOM
uHdopmaiuu 1 66 (23) — myreM BLIMOTaTeJILCTBA.

3a sauBapp — deBpanb 2025 roma — 322 mupectrymienus (433 3a
anajnornynbii nepuoj 2024 r.), u3 koropbix 312 (96,8%) — XulEHUS T€HE)KHBIX
cpencts: 181 (277) — mytem momennunyectsa, 121 (105) — mytem moaudukamm
KoMIibroTepHOM uHpopmaru 1 10 (18) — myTeM BbIMOraTesibCcTBa.

Otmeuaercs JTaBUHOOOpa3HbBIN poct pacnpocTpaHeHHUs
3JIOYMBIIIVICHHUKAMU B COLIMATIBHBIX CETSAX, MECCEHIPKEpaxX U WHBIX WHTEPHET-
pecypcax pa3iM4yHOro poja CCbUIOK Ha (PMIIMHTOBBIE PECYpPCHI, B TOM YHCIIE B
X0/l pekyiaMbl (PEHKOBBIX HHBECTIPOEKTOB M aKIMH OT WMEHH KPYIHBIX
0enopyCcCKuX KOMIaHuM, 0aHKOBCKHUX YUPEKICHUN U TPEHTUHTOBBIX KOMITAHHMA
0 TOProBJI€ AakKTUBaMH, B TOM YHCIE MOJIKPEIJIEHHOM CO3AaHHBIMU
MOCPEJICTBOM HEWpoceTell M HMCKYCCTBEHHOTO HMHTEIUIEKTa IunQedkamu c
NOAACIBHBIMU  HM300paKEHUSAMH U BHJICOPOJIUMKAMHU HM3BECTHBIX MEIHIHBIX
JUYHOCTEN U MpeACTaBUTENIEH BIACTH.

B 2024 roay otaenom nudpoBOro pa3BUTHS MIPEABAPUTEIBHOTO CIIEICTBUS
YCK no I'ponnenckoit obnactu (manmee — OLPIIC) mo yrojioBHBIM jaenam
pervona BeisiBiIeH 121 GUIMMHTOBBIM WHTEPHET-PECYpPC W MHHUIIMUPOBAHA MX
OJIOKMPOBKA, B TEKYILEM roay — 28.

Kpome »srtoro, OLPIIC mnyrem wMouHuTOopuHra cetu HMHTepHET
JOTIOJIHUTEILHO 32 mocieaHue 4  Mecsilla BbISBICHBI /10 MOMEHTa
MIPOTUBOIIPABHOTO HCTIOJIb30BAHUS 3JI0YMBIIIJIEHHUKAMHU B OTHOUIEHUHU TPaXK1aH
pecnyOsMKu 262 aHaJOTWYHBIX (PUIIMHTOBBIX pecypca, MO KOTOPBIM TaKkKe
IPUHSATHI MEPHI K OJI0KKUpOBKE. X KOIMYECTBO MPOAOTKAET PACTH.



XWIIEHNE JIEHEXKHBIX CPEACTB IMyTeM MOAU(PHMKANUM KOMIBbIOTEPHOI
HH(oOpMAIMH 3JIOYMBIIIJIEHHUKAMU COBEPIIAETCS B PE3yJIbTaTe IOJYyYCHHUS
JIOCTyNa K OAHKOBCKOMY CYETY C HCIIOJb30BAHUEM NEPEJAAHHBIX BIAJEIIbLIEM
cueTa PEeKBU3UTOB OAHKOBCKOW KapThl, MYTE€M JOCTYyMa K CUCTEME MHTEpHET-
OAHKMHT WM K MOOMJIBHOMY YCTPOMCTBY MOTEPIIEBIIETO 4Yepe3 YJajIeHHBIC
POTrpaMMBI.

XullleHne MyTeM MOIIeHHHYeCcTBA COBEpIIAeTCs B pe3yjibTaTe
UCIIOJIb30BAaHUS MPECTYMHUKOM TaK Ha3bIBAEMBIX METOJOB COLMAIbHOM
WHXEHEPUHU, KOrjJa IOTEPHEBLIECIO BBIHYXKIAIOT I0J BHUAOM 3BOHKa OT
COTpYAHMKA OAHKOBCKOI'O YUPEKICHHS WU MPABOOXPAHUTEIBHBIX OPraHOB (BCE
Yalle BCTPEYAIOTCS CMEIIAHHBIE CXEMbl OT MMEHU Pa3HbIX CTPYKTYp)
J100POBOJIBHO OCYIIECTBUTH MIEPEBOJI ACHEKHBIX CPEJCTB AJI UX «COXPAHEHU,
«IEKJIapUPOBAHUS», TIOJ] IPEJJIOTOM «H30€KaTh UX U3BATUE B XOJI€ 0OBICKAY, C
LEJbI0 TOMMKH MOIIEHHUKA WJIM HEUHWCTOTO Ha pyKy paboTHHKa OaHKa, MO
MIPEIJIOTOM MHBECTHUPOBAHUS B TPEUIMHTOBBIC OUP)KH, AKTUBBI U T.I1., a TAKXKE B
KauecTBe MPEIOIUIaThl 3a TOBAp B (PEMIKOBOM MHTEpPHET-MarasuHe, 3a apeHnay
KUIbS U T.JI.

3adgukcupoBaHHble (aKThl BbIMOTraTeJbCTBA B MHTepHeTe B OOJblIeiH
YacTH CBSI3aHbI C BBICKAa3bIBAHUEM TPEOOBAHUMN NEPEBOJA JEHEKHBIX CPENICTB
MoJi yrpo3ou OJOKUPOBKU «AioHa» mocie aBTOPU3aLUU B UYKOW YUETHOU
3ammucu 1Cloud, pacnipocTpaHeHus! B C€TM HHTUMHBIX MAaT€pPUAJIOB, «ITOMABIITNX)
B PYKH 3JOYMBIIUICHHHKY B XOJE JOBEPUTEIBHOW MEPENHCKA Ha calTax
3HAKOMCTB, B COI[MAIbHBIX CETAX, MecCeHKepax. JlocTyn K TaKuM MaTepuaiam
37I0YMBILIIIEHHUK TaKK€ MOXET MOTYYUTh MOCIE B3JI0Ma CTPAHUI] B COLIMAJIBHBIX
CEeTSX U B MHBIX aKKayHTaXx.

Haubosiee pacnpocTpaHeHHbIe CXeMbl W  CHOCOOBbI, KOTOpbIE
HCNMOJIb3YIOT NMPeCTYNMHUKH Uil XHUIIEHUs JeHEKHBIX CPeACTB B CeTH
HNuTepHer.

1. TenepoHHsie 3BOHKH OT HMEHH PAOOTHUKOB OAHKOBCKHUX
yUpeXIeHUii U COTPYTHUKOB MPaBOOXPAHUTEIbLHBIX OPraHoB (IIPe/jIoTH):

OaHKOBCKUI CYeT B OMACHOCTH W HEOOXOJMMO TIEPEBECTH JICHBIM Ha
«0Oe30IacHBIN cYEeTY;

MOIICHHUKA  O(OPMHJIM KPeAUuThl Ha TpaXJaHWHA ©W IS
POTUBOJICUCTBUSL HYXKHO O(GOPMUTH CaMOMY KPEAWThl HA MaKCUMAJIbHYIO
KPEIUTOCTIOCOOHOCTh M TIEPEBECTH JCHLI'M HA HA3BAHHBIC CUETA,;

MOTEPIEBIINM YyYaCTBYET B HEKOM CHeHONepaluM 110 IOUMKE
MPECTYIMHUKOB JINOO SKOOBI HETOOPOCOBECTHBIX PAOOTHHKOB OaHKA, MOITOMY
HEO0OXOAMMO BBITIOJHATH HYKHBIC JICHCTBUS;

M0 CYETy TpaKJaHWHA 3a(QUKCHPOBaHbI NpecTynHbie (UHAHCOBbIE
onepamMu, IMO3TOMY OyJeT NPOBEJAEH OOBICK, a YTOOBI 3TOr0 H30eXKaTh



HEO00XO0IMMO «3aJIeKIapUPOBaTh» BCE UMEIOIIHNECS CPE/ICTBA MYyTEM MEPEBOIa Ha
CHEIHAJIbHBIN CUET;

3BOHOK OT MMEHHM POJICTBEHHUKOB, sIKOObI momaBmmx B JITII u mus
CMATYEHUs] OTBETCTBEHHOCTH HAJ0 IEPEBECTH JCHbIM JHOO Iepenarh HX

Kypbepy,

Heycranosnennoe mnuio B siHBape 2025 mocpeacTBoM
TeneoHHBIX  3BOHKOB B MecceHmkepe — «Viber»,
MPENCTaBUBIIACh  COTPYJHHKAMH  TPABOOXPAHUTEIBHBIX
TpoxHeHCKH OpraHoB, TOJ MPEJJIOTOM COXPAHHOCTH JICHEKHBIX CPEJICTB,
MOCK 16.01.2025 | ¢1.209 4.3 | 3aBnaneno JeHEXKHBIMU CPEACTBAMM KUTEILHUIBI [)pOIHO Ha
obmyro cymmy 12000 pyOnei, KoTopble moOCJeTHAS
CaMOCTOSITEJILHO nepenena Ha YKa3aHHBIH
3JI0YMBIIUICHHUKOM CUET

HeycTaHOBIEHHOE JHMIIO  MOCPEACTBOM — IEPENUCKH B
MECCEHKEPE «Tenerpamm», non IPELIOroM
NpPeJOTBPAILEHHs] MOCJIEAYIOMHX APECTOB OAHKOBCKHX
JTupckuii CYETOB, 3aBIAJIEN0 TPUHAIISKAMME KUTeMo T. Jluga
POCK 16.01.2025 | ¢1.209 4.3 | nenexnpiMu cpencTBamMu B cymme 6onee 20 000 pyouei,
KOTOpbIE ~ TMOCIEOHMI  TIepeBe]  HA  yKa3aHHBIE
3JIOyMBIIIJICHHUKOM CYETa

Bce gare cxeMa co 3BOHKaMM IPUOOpeTaeT THOPUAHBIN XapaKTep.

[Tpudem, 3I0yMBINIJICHHUKHN TPEACTABISIOTCS HE TOJBKO pabOTHUKaMU
O0aHKOB M COTPYAHHKAMH IIPABOOXPAHUTEIBHBIX OPTaHOB, HO W OMEPaTOPOB
cBsizu A1l u MTC, yka3pIBatOT 0 HEOOXOIMMOCTH CKadaTh SKOOBI O(pUITHaIbHOE
MPUJIOKEHUE TUOO MEPEHTH MO CCHUIKE M MPEIOCTaBUTh JOCTYII K TelaedoHy, a
Takke padoTHUKaMH «IHeproconiTay, «Bomgokanamay W APYrux CIyKO0 1mon
PEUIOTOM  3aMEHBI CUYETYMKOB — TIPOCAT TACMOPTHBIC JaHHBIC, 3aTeM
MOCTYIMAeT 3BOHOK OT JPYroro MOIICHHHWKA, KOTOPBIA MPEACTaBIIICTCS
COTPYAHUKOM TIPAaBOOXPAHUTEIBHBIX OpPraHOB H  yKa3bIBaeT, dYTO C
WCITOJIb30BAaHUEM TIEPEIaHHBIX JIMYHBIX JAaHHBIX Ha TpakIaHWHA O(QOPMIICHBI
KPEIUTHI M HY)KHO BBITIOJIHATH €r0 MHCTPYKIIMA — O)OPMHUTH HOBBIC KPEIUTHI,
IIEPEBECTH BCE JICHBI'M Ha «0€30MacHbBIN cUeTy, 3aJIeKJIapupoBaTh 1 T.1.

Heycranosnennoe nmmo, 21.01.2025, mocpencTBoM 3BOHKOB
B MecceHpkepe «WhatsApp» Hoa MpeayioroM HpoaJieHUst
JA0Tr0BOPa MO OKA3AHMIO YCJIYI ONEpaTopa COTOBOM CBS3H,
yOeIMB YCTaHOBHTh NPHJIOKEHUE YIAJEHHOTO A0CTyma
I'MOCK 24.01.2025 | cr.2124.3 | «Moit MTC», COBEPIIWJIO XWINEHHE NPHHALIEKAIHX
xuremo T. I'ponHo Oonee 10 000 pyOreid, ocymecTBUB UX
MEPEeBOJI CO cYeTa MOTEpPHEBIIEr0 Ha HEYCTAHOBIICHHBIH CUET
37I0YMBIIIIEHHUKA




Heycranosnennoe  mumo  20.01.2025  mocpenctBoM
TenedOHHBIX 3BOHKOB B MecceHmkepe «Viber», a Takke
MPEIOCTABIICHHUSI HEYCTAHOBJICHHOTO (DUINMHTOBOTO CaiTa,
MPEJICTaBUBIIKNCH COTPYAHUKOM «BomokaHanay, 3apiajaeino
I'MOCK 20.01.2025 | c1.212 u.1 | mpunamIekKAIUMK KUTEIBHUIE T. I'POJHO PEKBH3UTAMHU
BIIK OAO «llpuopb6ank», oTkyna mepeseno Oomee 2 800
pyOiieii Ha UHBIE cueTa

CXEM npu oOCymecTBJICHHM 3BOHKOB Yy 3JI0yMbINIJICHHUKOB
MHOXECTBO — HO oHM HCHOJB3YOT 2 cnocoba xuimieHust (yOexaaroT
IpaKJIaH MEPEBECTU JICHEKHBIE CPEJICTBA CAMOCTOSATENbHO JIMOO MBITAIOTCS
NOJIYYUTh «KJIYM» OT cueTa — pekBU3uThl ObaHkoBckux KapT (BIIK), koas! u3
CMC, nonyuuTb yHAaJeHHBIA AOCTyH K TelepOoHYy NyTeM MpPeasioKeHus
YCTaHOBUTH MPEJJIOKEHHYIO TPOrpaMMy IO MPEJOCTABICHHOM CChUIKE, IEPEUTH
10 CCBUJIKE U BBECTHU B (DOpMY JINUHBIE U (PUHAHCOBBIE TAHHBIE).

HYKHO 3HATD:

O0aHKOBCKHMI CUET ampuopH B 0€30MacHOCTU (€CiIu HUKAKHE JIMYHbIC
JAHHbIEC TPaXAAHUHOM HE MPEAOCTABISIMCh U HE BBOJMIINCh HA HEM3BECTHBIX
pecypcax, OCOOEHHO MO MNPEUIOKEHUIO 3BOHSIIMX JIHI, B TOM 4YHUCJIE HE
yCTaHaBIUBAIIMCh KaKUe-Tu00 MPOTPaMMBbl);

paboOTHHUKHK OaHKa, COTPYIHUKH ITPABOOXPAHUTEIHHBIX OPTaHOB He OYIyT
NPOCHUTH JUYHBbIE JaHHbIe, KOAbI 13 CMC, nmpocuth COBEpIIATh KAKUE-IUO0
JEHUCTBUSI CO CYETOM, He 3BOHSAIT B MeCCEH/I2Kepax;

padotaukn O6anka CAMOCTOSMATEIBHO n1npu noao3peHusx
3a0JI0KMPYIOT CUET/aHHYJIUPYIOT KPEIUT U T.I1.

[Tpu Takux mpock0ax B X0/€ 3BOHKA — HEOOXOAMMO B3STh May3y (001yMaTh
IPOUCXOMSAIIEE: CO CUETOM K€ HMYEro HE COBEpIIaj, KapTy HE Tepsia), He
nepeaaBaTb HUKAKUX JAHHBIX M HE COBEPIIATH HMKaKMX AeicrBui; [IPU
JIIOBBIX ITPOCBBAX TTPEJJOCTABUTD JIMYHBIE JINBO ®UHAHCOBBIE
JTAHHBIE - 3aBepmiuTh pa3roBop 1 nepe3BOHUTH B cBoi OaHk 1100 B OB/J;

Kpome 3Toro, morepmnesiieMy 3BOHAIIUM TaKX€ MOTYT BBICHUIATHCS B
Meccenxepe ¢Gotorpadun Ciy)KeOHBIX YIOCTOBEPEHUHM, 3II0YMBIIIICHHUKH
UHCTPYKTUPYIOT Kak ce0d BecTH Mnpu oOQopMIEHUU KpeauTa B OaHKe.
[IpectynmHUKKA  JAEUCTBYIOT  HACTOJIBKO  YOEAUTEIBbHO, UYTO  3a4acTylo
NOTEPIIEBIINE OCYIIECTBISIOT NMEPEBOABl B TEUECHUE HECKOJIBKUX ITHEH, MMes
peanbHOE BpeMsl MOAyMaTh Haj NpoucxoasmuM. OdeHb 4acTO MPOUCXOIST
MHCLEHUPOBKH C HECKOJIbKUMHU JTUIIAMHU (3BOHSIIIIMHU )

2. TOPTOBJISI na ®EMKOBBIX TPEMJUHIOBBIX BUPXKAX u
yuactue B (enkoBbix wuHBecTnpoekrax («beaTpancl’A3, «I'asmpom
HNuBecr» U T.11.) CXEMBI OTMEYAIOTCS 00JIBIIUM YHIEPOOM.



B cetm wuHTEpHET pa3sMEIIEHbBI MHOXECTBO  HWHTEPHET-CAWTOB,
UMUTUPYIOIIUX pa3indHbie (eiikoBble WHTEPHET-OMPKM sl 3apabdoTKa
JNIEHE)KHBIX cpeacTB Ha Toprax. Cmam peknamMa O JaHHBIX — calTax
pacmpocrtpaHseTcs nmocroay B cetu MurepHer. Hepenko mepexony Ha Takou
CalT NPEJUIECTBYET 3HAKOMCTBO B CETH IAPHS C «JIEBYIIKON», PEKIIAMHUPYIOLIECH
OTIPEICIICHHBIN CalT KaK «IPUOBLILHBINY. JloBepUrBBIC TpakKIaHE MEPEXOIAT MO
CCBUIKE, HE IIPOBEPUB MCTOPHUI0 U OT3BIBBl pECypca, BCTYHNAKT C Tak
Ha3bIBAEMbBIMH MPEJCTABUTEISIMUA OUPKU B MEPEenUCKy. ['paxaaH yOexaaoT B
BBICOKHX JIOXO0JIaX, Y€MY CIIOCOOCTBYIOT COACPIKAIIUECS HA PECYPCE KPACUBBIC CI)CfIKOBBIe OT3BIBBI 00
3 PeKTUBHOCTH TOPIroB. Y 0K AAIOT MEPEUUCIISIThH ACHBIU Ha MPEIOCTABICHHBIC
HOMepa OaHKOBCKMX CYETOB, HEpPEJKO Ha  KpUOTOKOmenbku. Jlns
yOeIUTENbHOCTH CO3JAl0T <GKEPTBAaM» JIMUHbIE aKKayHThl Ha JIAHHBIX CaWTax,
r7e sIKOObI OTOOPaKAIOTCS CyMMBI BHECEHHBIX JEHEKHBIX CPEICTB. A Korjaa
YEJIOBEK PEIIAeT BBIBECTM «UMEIOIIME HA CUETY» W BIIOKEHHBIC JICHBIU,
HAYMHAETCS «UCTOPHS» O HEOOXOJMMOCTH BHECEHHs Hayora, CTPaXxOBKH,
KOMITCHCAllUM U T.J., BBIHYXKJAsl MOTEPIEBIIEr0 BHOCUTh OYEPEIHBIC CYMMBbI
neHer cpeacTB. [Ipu aToM «okepTBe» BHayaie MOTyT JaTh 3apadotarh okojo 100
pyOJIeit 171 co3MaHusl BUAMMOCTH YCIICIIHOCTH MPOEKTA.

Heycranosnennoe nuuo, B nepuof Bpemenu ¢ 13.01.2025 no
23.01.2025, Haxonsich B  HEYCTaHOBJIEHHOM  MECTe,
MOCPEICTBOM Iepenucku B MecceHmxkepe «Temerpam» c
akkayHTa @LubimovaTatl, moa npenorom HHBECTUPOBAHUS
30.01.2025 | c1.209 4.3 | HeHeKHBIX CpedCTB Ha OHpKe, 3aBIAJEIO JACHEKHBIMU
cpenctBamu skutenst r. I'pogHo Ha oOmyro cymmy 16 000
pyOiiei, KOTOpBIE MOTEPIEBILNI B CAMOCTOATENILHO MEPEBET
Ha cuera, yKa3aHHBIE 37I0YMBIIIIJIEHHUKOM
(platformdonald.com)

Heycranosnennoe mmmo, B mepuon c¢ 26.12.2024 1o
21.01.2025, Haxonmschb B HEYCTAHOBICHHOM MECTE, MO
cpelcTBaM MOOWJIBHOTO MpHJOKeHus «Batcammy, mox
npeIoroM 3apaboTka B ceTi HTEpHET MpH OCYIIeCTBICHUH
Bounkoseicekuit | 21.01.2025 | ¢1.209 4.3 | ToproBnu Ha BamOTHOW OUp)KE, HA HEYCTAHOBIECHHOM
POCK MHTEpHET-pecypce, OOMaHHBIM MyTeM YOEIUIIO >KUTEIbHUILY
Bonxkosriccka nepeuncnuts 18 000 pyOneit Ha pasnudHbIe
cyeTa M0 MPeJCTaBICHHBIM PEKBU3UTAM

I'MOCK

HYXHO 3HATDH

psin GEeUKOBBIX CATOB B ceTH MHTEpHET MO3UITMOHUPYIOT ceOst OnprKamu,
KOVWMH HE SIBIITFOTCS, HET MOJTHBIX TAPAHTUN B 3apa00TKE U UCKIFOUCHUN TTOTEPH
JIEHEKHBIX CPEICTB;

TaKHe CAaUThl MOTYT OBITh CO3/IaHBI 32 CYUTAHHOE BpEeMsI U3 JTFO00U TOUKHU
MHpa, HAUTHU UX BJIAJICJIBIEB KPAlHE 3aTPyAHUTEIIHHO;

a0CoOTHOE OOJIBIIMHCTBO TAKUX CaWTOB MMEIOT B MHTepHere KpaiiHe
OTPHLIATENBHBIE OT3BIBbI, KOTOPHIE JIETKO HAWTH ITyTEM IMOUCKOBBIX 3aIPOCOB B
CETH;




delikoBbIe OUPKM, KaK MPABUIIO, CO3JIaHbI (3apETUCTPUPOBAHBI) HE OoJiee
rojla Hazaja, a TO W MeCSlbl 10 Hadasa (YHKIMOHUPOBAHMS, YTO JIETKO
IIPOBEPUTH B ceTU IHTEpHET;

JUISL yKa3aHHOW JEsTebHOCTH HY)KHBIE OOJBIINE IMO3HAHUS U OIbIT
paboTel ¢ OGUIMAIBHBIMU HW3BECTHBIMH HHTEPHET-pEeCypcaMH, aOCOJIIOTHOE
OOJBIIMHCTBO TAaKMX PECYpPCOB M peKjamMa Ha HHUX B COLMAIBHBIX CETAX —
®EHUK!

Kpome storo, B cetu MuTepHeT pacmpocTpaHsieTcs MHOTO (DEHKOBBIX
PECYpPCOB, PEKIAMHUPYIONIUX YCIYTd OT HMEHU IOPUCTOB, HOPUIUYECKUX HU
JIPYTrUuxX OpraHu3aluii, areHTCTB U (POHJOB B OKa3aHWUU MOMOIIU IO BO3BpATy
MEPEBEICHHBIX  CPEJCTB  MOIICHHUKaAM M JDKEOpokepaMm,  Korja
3IOYMBIIIJICHHUKA BHOBB TOMPOCST TEPEBECTH JCHEKHBIE CPENCTBA 32 COU
YCIIYTH, IPEIOCTAaBUTh PEKBU3UTHI CueTa U Tak jganee. I3BeCTHHI ciiyuyau, Korja
TaKUM 00pa3oM I'pak/iaHe JBaXKbI TEPSIIU CBOUM JICHBIH.

3. Tperbsa cxema — ¢elKOBbIe HHTEPHET-MAra3suHbl 10 MPOAANKE
ToBapoB (00yBb, OJieKaa, MeOeib, IIBEThl, MOPEHPOAYKTHI W T.A.) H
NPeJIoCTaBJICHUU YCJIYI, B YAaCTHOCTU B colualibHOUW cetu «UHcTarpam».
CtpaHuIlbl ¢ U300paKEHUEM KPACUBBIX TOBAPOB, Y KOTOPHIX CTOMMOCTBIO HUXKE
PBIHOYHOHM, C OOJBIIUM YHCIOM TMOJMUCYUKOB MU PSIAOM TMOJOKUTEIHHBIX
OT3BIBOB — HE BBI3BIBAIOT Y OYAYIIUX KEPTB COMHEHUN B MOTMHHOCTH. JKenast
npUOOPECTH TOT WIM WHOW TOBAp, TPayKJaHEe OCYIIECTBISIOT MEPEBOJ] ICHET 3a
HUX B Ka4yeCTBE MPEIOIUIaThl WM TMOJHOW OIUIaThl HA MOJKOHTPOJIbHbBIC
3JIOYMBILIJICHHUKAM CUYETa.

HeycranosneHnHoe 1110, HAXOSCh B HEYCTAHOBIIEHHOM MECTE,
B colMaibHOMU ceTn «Instagram» ¢ ceTeBbIM UMEHEM
«by.littlekids» (ID 44902229717), B nepuox ¢ 11.01.2025, mox
[lyuun 22.01.2025 | ¢1.209 4.1 MPEJJIOTOM MPOJAXKH JIETCKOM KOISICKH, COBEPIIMIIO XUILICHUE
JIEHEXKHBIX cpeAcTB x)uTenpHuNb! [lyunna B cymme 6omee 500
pyOnelt, KoTophie OBLTH TIEPEUNCIICHBI TTOCIICTHEH Ha
0aHKOBCKHI CUET 37I0YMBINIJICHHUKA

Heycranosnennoe nmmo, B mepuox ¢ 22.01.2025 mo 16.29
yacos 23.01.2025, nocpeACTBOM MEPENUCKU B COITMAIBHOM
cetn «Instagram» ¢ umenu nosb3oBaresst (@hall_konfiscate u B
Mmeccenkepe «Telegramy» ¢ nMeHu monb3oBarenst (@Artemhall,
MOJT TIPEJYIOTOM TIPoJIaku MOOMIIbHOTO Tenedona «iPhone 14
Proy, 3aBianeno npuHaaIeKauMe XUTETO [ poaHo
JIeHe)KHBIME cpenicTBaMu B cymme 1000 pyOieit, koTopsie
MOCIIEIHUY TIepeBEN Ha YKa3aHHBIHN 3JI0YMBIIIIICHHUKOM CUET

I'MOCK 27.01.2025 | c¢1.209 u.1




HYXHO 3HATbD:

paHee HEW3BECTHBbICE HWHTEPHET-MarasuHbl, paOOTAIOMIME TOJBKO TIO
mpenoruiaTe ¢ Mpejarariide TOBapbl CTOMMOCTBIO HIDKE PBIHOYHOM,
UCKITIOYUTEIIBHO C TIOJIOKHUTEIbHBIMU OT3bIBAMH — BBICOKHHA PHUCK IOTEPH
CPE/ICTB;

doTorpaduu UMEIOITUXCS TOBAPOB HAa MHOXKECTBE pa3HbIX (DOHOB (B
Pa3HBIX MOMENICHUSAX) — OJMH U3 MPU3HAKOB (DEWKOBOIO MaraswHa, JaHHBIC
¢doTo ckauansl B cetu IHTEpHET;

noi00HbIe (PEMKOBBIE AKKAyHTHI JIETKO CO3JAIOTCS B CUUTAHHBIC YaCHI,
OT3BIBBI M TIOJANMHWCKHA WCKYCCTBEHHO HAKPYYMBAIOTCS, WX BIAACIBIBI MOTYT
HAXOJUTHCS B JIFOOOH TOUKE MUPA, YTO YCIOKHIET UX YCTAaHOBJICHHE;

Oonee 0€30MacHO OCYIIECTBISATH TMOKYIKH B WHTEpPHET-Mara3uHax Ha
W3BECTHBIX U MTPOBEPEHHBIX HHTEPHET-IUIOMAAKAX (M3BECTHBIC MAPKETIUICHCHI);

IpY  OHJIAMH-TIOKYTIKaX PEKOMEHIYETCs] HE WCIOJIb30BaTh OCHOBHYIO
OAHKOBCKYIO KapTy, a 0pOpPMUTH BUPTYAIbHYIO U MEPE]] COBEPIICHUEM MTOKYITKH
NEPEBOIUTH HAa HEE HEOOXOIUMYIO CYMMY.

4. Yerseprass — PUIIUHI - pummHroBbie caiiTbl 0aHKOB (MHTEPHET-
OAQHKHHT, AKI[UH 10 BbIIIaTe 0OHYCOB U BO3HATPAXK/ICHUI 32 IPOXO0XKIEHH e
onpocoB), a Takike — ¢(pumuHrosbie CEPBUCDHI cayxk0 mocraBku ujiau
omwiarel (oT uMenu «CDEK», «Europochta» u ap.)

B cetm HHTEpHET MOryT NOSABIATBCA PAX CAUTOB, WMHUTHUPYIOLIUX
CTapTOBbIE CTpaHUIll MHTEepHET-OaHkuHra. JKemas 3aliTH B MPUIIOKEHUE,
rpaXJIaHe MIIYT CTPAHUI]y UHTEPHET-OAaHKMHTAa CBOEro OaHKa IyTeM
MOMCKOBOIO 3arpoca B Opay3epe. Hepenko B mepBbIX pe3yibTaTax MOUCKA 32
Ha3BaHueM alOOpeBUATypbl (PUHAHCOBOIO YUPEXKICHHUSI KpPOETCS CChUIKAa Ha
(UIIMHTOBBIA CaWT, BHEIIHE HUYEM HE OTIWYAIOIIMICS OT OpPUTHHAjA, HO
UMEIOINA WHOM aapec B Opay3epHOM cTpouke. OTau4aThCs MOXKET OJHHUM
CUMBOJIOM OT IPaBUJIBHOTO ajpeca. BBoas Ha TakoM canTe JIOTMH U MapoJib
BIIAJICINICI] CUETa MPEIOCTABIACT NOCTYyN K MHTEPHET-OAHKUHTY, a 3TO TOJIHBIN
JIOCTYI K cueTy. Uepe3 CUMTaHHbIE MUHYTHI ICHEXKHbBIE CPEACTBA MEPEBOMASITCA
HA UHOU CYET.

Hepenxko mnonbp3oBaTrenn CceTM MOTYT HATKHYThCS Ha Ppa3jInYHbIC
pEeKJIaMHBIE aKIMK OeIopyCCKUX OaHKOB, pa3MEIleHHbIE Ha HEO(pUIIMATbHBIX
BeO-caiitax. Kak mpaBuiio, AJisi MOTy4YeHUs: BOZHATPAXKICHUS, TaM HEO0XO0AUMO
BBECTU PEKBU3UTHI OAHKOBCKOM KapThl, 3-X3HAYHBIA HOMEP U MOCTYMUBIIHI KO
n3 CMC, HO BMECTO BBIMTPHIIIA MPOUCXOIUT CHUCAHUE JECHEXKHBIX CPEICTB CO
cyeTa.



Heycranosnennoe mumo  30.07.2024, wHaxomsce B
HEYCTaHOBJIEHHOM MecTe, c UCTIOJIb30BaHUEM
¢ummHroBoii  cchku - «https://oprosbyn.online», 1oz
I'MOCK 06.08.2024 | cT.212 4.1 | mpeamoOroM MPOXOXKAESHUS OMpoca Ha KadecTBo yciuyT 3A0
«Anbda-bank», 3aBnaneno peksmsutamu bIIK 1 komamu
13 CMC xxutenbHuUIp! ['poHO U MOXUTHIIO C €€ KapT-cueTa
8000 pyOmeit

CTOUT MOMHUTH, YTO (PUIITUHTOBBIE CCHUIKU MOTYT OBITh MPEIOCTABIICHBI U
Ha cailTax NOKYNKU/TIPOJAXH TOBAPOB, MOJ BHUJIOM IOKYNKH TOBApOB C
npeaocTasiieHueM (popm aiist BBoaa pekBu3uToB BIIK 11t momyuenus neHexxHbix
cpeactB. Hepeakm ciydaw, Korga mnocie IOJYYEHHS 3J0YMBIIIJIEHHUKOM
JIEHEKHOTO MEPEBO/IA, C LEJIbIO JAJbHENIIIET0 XUIEHHS OH IO BUJIOM BO3BpaTa
CpencTB  (Hampumep, TOBap  3aKOHYWJCS) yOeXJaeT  MOTepIEBIIETO
MPEIOCTAaBUTh MEPEUTU IO MPEJOCTABICHHOW CChUIKE W B (DEMKOBOE IMOJEe Ha
UHTEpHET-CTpanuile BBeCTU pPeKkBU3UTHI BIIK sK0OBI 1151 moMydeHus: Cpe/icTB
oOpaTHO, OJIHAKO, 3aBJaJ€B PEKBU3UTAMH, C UX HCIOJb30BAHUEM

3JIOYMBIH_IJ'IGHHI/IK IMOXHUINACT ACHCIKHBIC CpeI[CTBa C KapT-quTa
Heycranosnennoe muno, 05.01.2025, Haxomsice B
HEYCTAaHOBIIEHHOM MECTE€, IIOCPEICTBOM TIEPEIUCKH B
Meccenkepe «Telegram» OT UWMEHH TOJB30BATENs
«PoMan», MpeACTaBUBHIMCH  TPOJABIIOM  MarasuHa
Jnackuii 06.01.2025 | c1.212 4.1 «seafood.by», mox TPE/IOroM  BO3BPATa  JICHEKHBIX
POCK CpPEJICTB 32 HEeTpeI0CTaBIEHHBIN TOBAp, C UCTIOIH30BAHUEM
¢ummHroBol cchuiky https://transfer-bell.online/835a2£53-
0475-4506-87b0-9ae74e8621ed, 3aBimameiio JAeHEKHBIMH
CpelCTBAaMH JKUTENBHUIBI T. Jluma B cymme Ooiee 860
pyoneit

HYKHO 3HATbH

IIpn ocymiecTB/IeHMH JOCTYyNa K CHCTeMe WHTEePHeT-0aHKUHT
NMOMHUTE:

HeJIb35l MCKaTh CalT WHTEpHET-0OaHKa MyTeM MNMOUCKOBOIO 3ampoca B
Opay3epe. Anpec caiita 0aHka (CTpaHUIIbl MHTEPHET-0AaHKUHTA) HY>KHO 3HAaTh U
BBOJIUTH «BPYYHYIO» B QIPECHOM CTPOKE. A ydliie T00aBUTh B CIIMCOK 3aKIaJ0K
Opay3epa, WM MCIIOJIb30BaTh MOOWIBHOE MPUIOKEHHE. AKIUM OT HMMEHH
0aHKOB 0 BbIILIATE CPEICTB 32 MPOXO0K/IeHNE AHKeTUPOBAHNS UJIH ONPOCA —
®EVK! He BBoAMTE JMYHBIC HJIH GHHAHCOBBIE PpEKBU3UTHI MOCIE IIepexo/a
10 HEU3BECTHBIM CCHLJIKAM.

5. IlaTasgs — MHTEpPHET BBIMOIaTeJbCTBO. B X0J€ IOBEPUTEIHLHOTO
obmenuss B cetm MHTepHeT (Hampumep, ¢ IMapHEM OT HWMEHHU JCBYIIKH B
MECCEH/IPKEPE WJIM COIUAIbHOMN CETH) 3JI0YyMBIIIJIEHHUK MOJYy4aeT MHTUMHbIEe
MaTepuaJibl, MOCje Yero 3a HepasrialleHue ux TpeOyeT MmepeBoia JTeHEKHBIX
cpeactB. M3BecTHbl psa (pakToB, KOTrAa MPU AHAIOTHYHBIX TEPENUCKax C



«00paTHOM CTOPOHBI CETUY MOJIL30BATENbh NPOCUT HA ANPOHE aBTOPU30BATHCA
IOTEPIEBIIETO B 4yx)0M yderHou 3amucu iCloud, mocie 4ero, 3Has mapoib,
yAaJIeHHOTO OJ0KupyeT TenedoH U TpeOyeT AEHbIU 3a pa30JI0KUPOBKY.

HYXHO 3HATDb

3a «aBaTapKoW» Apyra Wid CIy4YalHOTO 3HAKOMOTO MOXET CKPBIBATHCS
MPECTYIIHUK, HE CTOUT PACHPOCTPAHATh B CETH JIMYHBIE MaTepUallbl WIIH
(MHaHCOBbBIE JaHHBIE;

HUKOT/Ia HE BXOJUTE MO MPOCHOE CIyYalHBIX 3HAKOMBIX B YUETHYIO
3anpuch iCloud vnu unbie

6. Illectas — HaOupaeT MOMYJSIPHOCTh Yy 3JO0YMBIILJICHHUKOB CXeMa
«Deiik-00cc»

CrecTBEHHBIM ~ KOMHUTETOM ~ OTMEYAETCS  POCT  NIPECTYIUICHUH,
CONPOBOXK/IAEMBIX HECAHKIIMOHHUPOBAHHBIM JIOCTYIIOM K YYETHBIM 3aIHCSIM
WHTEPHET-MECCEHKEPOB M COLMAIBHBIX CETEH B OTHOIICHWU PaOOTHUKOB
OpraHu3alyi U IPEaIPUITUN.

3JI0yMBINIUICHHUKU HM3Yy4aloT Cpe/icTBa OOMeHa COOOIIEHUSIMU (JJaHHbIE
YYaCTHUKOB MIEePEIUCKH, COAEpKAHUE coOo0IIeHU I
B YyaTax, rpynmax, KaHajgax U JUYHBIX MEPENUCKax) B pa3IndHbIX MECCEHKEpax
U COIMAIbHBIX CETAX, HCIOJIb3YEeMBbIX PAOOTHUKAMU I KOMMYHUKAIIUH,
ONPENEIISIIOT YUYETHBIE 3alUCU PYKOBOAMUTEJIEH, CO3AAIOT KOMUU HMX YYETHBIX
3aMucel U BCTYNAIOT B IMYHYIO MEPENUCKY C UHBIMU YYACTHUKAMH TaKUX YaTOB.

B xone mepenucku, BbijiaBasi ceOsi 32 PYKOBOJUTES, 3JI0YMBIIIJICHHUK
COOOIIIaeT BHIMBIILJICHHBIE CBEJCHUS O TOM, YTO pa0OTHUKOM HMHTEPECOBAIHUCH
COTPYJIHUKH TPABOOXPAHUTEIBHBIX OpPraHoB (Ha3bIBa€T JIaHHBIE HATHUX
«COTPYJAHUKOBY») M HACcTanBaeT Ha COXPAHEHUU KOH(PUICHIIUAIBHOCTH (haKTa
oOmeHns. YKa3aHHBI TCUXOJOTUYECKHM MpUEM B PsAC CIydaeB CHIDKACT
YPOBEHb KPUTHYECKOM OLEHKKW TPAXKIAHWUHOM MOCICAYIOMMNX JCUCTBUHU
MIPECTYIMHUKOB, 0OecTieunBasi 0€CIPEKOCIOBHOE BHITIOJHEHHUE MOCTYMAIOMIUX OT
HUX YKa3aHUM.

Jlanee rpak1aHUHY MOCTYNAOT 3BOHKH MTOCPEICTBOM MECCEHIKEPOB WIIU
Tele(OHHOMN CBS3U OT SIKOOBI COTPYIHHMKOB MPABOOXPAHUTEILHBIX OPTraHOB, a
TaKke OaHKOBCKUX YUYPEXKICHUU, B HEKOTOPBIX CiydasX C JEMOHCTpaluei
MOCPEACTBOM  MECCEH/KepoB  (ororpadhur  MOANENTBHBIX  CIYKEOHBIX
yaoctoBepeHuid. B xome  Oeceapl  TNCEBAOCOTPYAHUKH — YOEXKIAIOT
B HEOOXOJAMMOCTH COBEPIICHHS OIPEACICHHBIX EHUCTBUI, B TOM YHCIE
M0 TNEPEUYUCICHUIO JIEHEKHBIX CPEJCTB MOJ PA3IUYHBIMH MOIICHHUYECKUMU
peIoraMH.

HY/KHO 3HATD:
IOpU TOCTYIUIEHWH MNOJOOHBIX COOOIIEHUH B MECCEHIKEpax IpPOBEPATH
IIPUHAUIEKHOCTh COOTBETCTBYIOIIEW YYETHOM 3allMCHM TOMY JIAIY, MUMEHEM




KOTOPOTO YyuyeTHasi 3anuch Ha3BaHa U (uiau) (GHOTOM300paKeHHUEe KOTOPOIo
OPUCYTCTBYET B Tmpoduie (CBEpUTh aOOHEHTCKUM HOMEp, CBSI3aThCs
C BJIaJICNIbIIEM YUETHOM 3allMCU MO UHBIM KaHajaM CBSI3H);

HUKOMY HE coo0IIAaTh PEKBU3UTHI 0aHKOBCKHX KapT,
ayTeHTU(UKAIIMOHHbIE JaHHbIE JJisi JOCTynma K OaHKOBCKMM CYETaM,
coJiepKaHue SMS-COOOIIECHHM, MOCTYNUBIINX Ha JINYHbIE aDOHEHTCKUE HOMEDA;

B CIly4ae OCYIIECTBIIECHUS HECAaHKIIMOHMPOBAHHOIO JOCTyNa K Y4YETHOMH
3allUCH  HMHTEPHET-MECCEH/Kepa WM  COIMAJIbHOM CETHU NPUHHUMATH
HE3aMeTUTENbHBIE MEPHI M0 YBEAOMIICHHUIO O CITYUUBIIIEMCS TpaXKaaH, OOIICHUE
C KOTOPBIMH OCYIIECTBISUIOCH B YKa3aHHOM MHTEPHET-MECCEH/KEpe WU
COLIMAJIbHOM CETH, C LEJbI0 MPEAYNPERKACHUS O BO3MOXKHBIX IOMBITKAX
OCYIIECTBIICHUS B OTHOIIICHUN HUX MPECTYITHBIX JEHCTBUI;

HE3aMEMJIUTEIbHO  MHGOPMHUPOBATH O  BBISBIEHHBIX  IOMBITKAX
PYKOBOACTBO  oOpranu3auuu  (NpeAnpusTus)  JJIsg  [OPUHATHS — MeEp
0 YOPEXJIECHUIO TMOAOOHBIX JACHCTBUW M MPaBOOXPAHUTEIHHBIE OPTaHBI
JUTSL pearupoBaHUsl.

Takxke (pexe) B I'poaHeHCKOM 00s1acTU (PUKCUPYIOTCA HMHBIE CXEMBbI
KHOEpIPECTYIIICHU:

oIiaTa Ha COMHHUTENFHBIX CaliTaxX ycJIyr ogopmJiieHus: BU3 JIJIs Bbie3fa B
JpYTHUE CTPAHBL;

MEPEBOJI JCHET «BO3JIIO0JIEHHOMY», MPEACTABISIONIEMYCS KEHIIMHAM B
MEPEnUCKe B  MECCEHIKEPE  «BOCHHBIMY», «BPAuOM», «YMHUPAIOIIUM
MUJUTMOHEPOM», «aKTEPOM», MOIMABIIEMY B CIOXKHYIO CUTYyalUIO, TPEOYIOIIYIO
oraThl pacxoaoB sl mpuesna B PecnyOnuky bemapych, pacramoxuBaHus
«IEHHOTO ToJapKa» W T.N. (Hampumep, U3BeCTeH (PakT OOIICHUS OT WUMEHHU
aktepa Kuany Pus3a);

3aBJIaJICHUE JCHbIAMHU B BUJE MPEAOIIATHI O OOBSABICHUSIM 00 apeHje
KHUJIbSI;

3aBjaZeHUe TOa BUJIOM (EUKOBBIX OOBSBICHHH O IMOMOIIHA OOJBHBIM
mo15iM (0J1ar0TBOPUTEILHOCTD),

XHIIEHUE ITyTeM IIPOCHO 00 010/ KeHUH JCHEXKHBIX CPEJICTB B COITUATBHON
CETH U B MECCEH/IPKEpPE 0OpATUBIIEMYCS B MEPENUCKe «APYTy».

BAYKHO 3HATb:

PSAI CAaTOB MO0 aKKAYHTOB MOTYT OBITh (DEHKOBBIMU, OHU CO3JAIOTCS B
000 TOUYKE MHUpaA, HENB3s pemarh JtoOble (DMHAHCOBBIC BOIMPOCHI B CETH
HNuTepHeT, 0OCTOSTENbCTBA YTOYHSTH JUYHBIM 3BOHKOM WA TIPH BCTpEUE;
HEJIb3s COOOIaTh JIMYHBIE W (PUHAHCOBBIE JAHHBIC;, TMEPEXOAHUTH IIO
HEW3BECTHBIM CCBUIKAM W caiiTam, Korja MmoTpedyeTcs BBOJI JIMYHBIX JaHHBIX U
pekBU3UTOB (TacopTHBIC naHHbIe, pekBU3UTHI BIIK, kot 13 CMC, J0THUHBI U
MapoJI K YISHBIM 3aITUCSAM, CKAaUMBaHHUE MIPOTPaMM, MTOATBEPKIACHHE 3aIIpoca Ha
MOJIKJIFOUEHUE aKKayHTa Ha BTOPOE YCTPONCTBO U T.J




K coxanenuro, 1aTe peKOMEHIAIMU O MOBEACHUN B KAXKIOM BO3MOXKHOM
cllydae Helb3s, HO BCEM TpakJaHaM B JIFOOOW CHUTyallud CIEAYEeT HE TepATh
OUTENBHOCTh, OOJyMAaHHO OTHOCHUTCS KO BCEMY IIPOMCXOJSIIEMY B CETHU
HNurtepuer. Heo0X01UMO MBICIUTh KPUTHUYECKH U HE MPUHUMATh MOCTEIIHBIX
pewiennii. IlocoBeTyWtech C 4YlleHAMH CEMbUM WM JIpy3bsiMH. Benp B
OOJBITMHCTBE CIIYy4YaeB U3JIUIIHSIS TOBEPUYUBOCTh U HEOCMOTPUTEIHLHOCTh CAMUX
rpakJaH CoCOOCTBYET COBEPIICHUIO BBIIICYKAa3aHHBIX MPECTYTICHUM.



